Enterprise Security 0

Edition (ESE)

Customer Frequently Asked Questions (FAQ)

Enhanced physical cyberattack protection and visibility
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Q: WHAT IS ENTERPRISE SECURITY EDITION?

Enterprise Security Edition is an suite of capabilities that provide enhanced physical security on the PC endpoint.

Q: WHAT ARE THE COMPONENTS OF ENTERPRISE SECURITY EDITION?

Enterprise Security Edition consists of:

= Sure Start Virtualization Protection

= Firmware Lock

= Platform Certificate

Q: WHY DO I NEED ENTERPRISE SECURITY EDITION?

Enterprise Security Edition provides a unique proposition to enhance the physical protection of the PC. It protects the PC
at the firmware level and provides visibility into any unauthorized changes to the hardware or firmware after the PC has

left the factory.

If a threat actor gains physical access to a PC, it is easy for the threat actor to plant malware onto the PC that
compromises the firmware. This type of malware is very difficult to detect and is very persistent. Once the threat actors
have access to the PC firmware, they can access sensitive data, obtain credentials and even access the network from

the PC.

Many organizations have company or industry compliance requirements. ESE helps organizations comply with physical

security requirements for audits.

Q: WHAT DOES EACH CAPABILITY DO?

Enterprise Security Edition created multiple layers of protection from physical access attacks on the PC. It provides
visibility and protection from physical tampering of the PC.

CAPABILITIES

WHAT IT DOES

BENEFITS

@ HP SURE START
f VIRTUALIZATION

Pre-boot protection from malicious or
compromised third-party hardware.

Prevents third party firmware from
compromising PC.

HP FIRMWARE LOCK

A user-controlled lock executed at the
BIOS level.

Provides stronger protection than an
Operating System level lock.

= HP PLATFORM
- CERTIFICATE

Provides IT admins visibility and detection
of unauthorized modification of device
hardware and firmware.

Detects supply chain attacks or
physical tampering once the device has
left the factory.
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Q: HOW DOES EACH CAPABILITY WORK?

Sure Start Virtualization Protection
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Q: WHO NEEDS ENTERPRISE SECURITY EDITION?

Enterprise Security Edition is for organizations that need to protect highly sensitive information including personally
identifiable information (PIl) and intellectual property (IP) from physical cyberattacks. Such compromises can negatively
affect organizations’ costs and reputation.
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Q: HOW DO | PURCHASE ENTERPRISE SECURITY EDITION?

Enterprise Security Edition must be purchased at the time the HP PC is purchased. Please check the HP PC Platforms
that support Enterprise Security Edition or contact your HP sales representative.

Q: CAN | ADD ENTERPRISE SECURITY EDITION TO APC | ALREADY HAVE?

No. Since ESE is enable in the firmware, it can only be added to 2024 and newer PCs at time of purchase.

Q: WHAT IS INCLUDED IN PLATFORM CERTIFICATE?

Platform Certificate provides validation of the following crucial hardware and firmware components:

» Trusted Platform Module » Chassis » PCle devices
» Disk » Baseboard » NVMe devices
= Memory = BIOS/Firmware version = Feature Byte
= Processor = Networking = UUID

= Graphics card

Q: HOW DO | SEE MY PLATFORM CERTIFICATES?

There are two methods to view Platform Certificates.

A.Use HIRS ACA open-source tool to validate the device B. Or use a customer developed tool compliant with
against platform certificate. A pre-configured deployment platform certificate Trusted Computing Group (TCG)
tool for device verification, designed for use with HIRS standards.

ACA is available on the HP Wolf Enterprise Security
Knowledge Base.

Q: ARE THERE ANY OTHER HP WOLF SECURITY CAPABILITIES NEEDED TO USE ESE?

Firmware Lock is used in conjunction with HP Sure Admin. Once Firmware Lock is activated, HP Sure Admin’s
cryptographic password-less authenticate process is used to unlock the PC. Sure Admin is available in HP business
class PCs and will need to be deployed in the cloud environment. Please speak to a HP sales representative or
technical consultant for more details.

For more Platform Certificate specific FAQs, please go here for details.
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https://enterprisesecurity.hp.com/s/article/HP-Platform-Certificate-Download-Package
https://enterprisesecurity.hp.com/s/article/HP-Platform-Certificate-Download-Package
https://enterprisesecurity.hp.com/s/article/ESE-Supported-Platforms
https://h20195.www2.hp.com/v2/getpdf.aspx/4AA8-3108ENW.pdf

