
Most PCs are at risk of having its data stolen even if the drive is encrypted by BitLocker.  An inexpensive “sniffing” tool - available for 
about $20 - can intercept and collect data between the Trusted Platform Module (TPM) and CPU on many PCs. This allows attackers 
to swiftly capture BitLocker encryption keys by just gaining physical PC access, compromising sensitive information in under  
15 minutes. Moreover, other more sophisticated attacks that relocate the TPM can be used to gain access to the BitLocker 
encryptions keys. Given BitLocker’s widespread use, it’s crucial to reinforce security measures to keep critical data safe. 

First PCs to stop attacks that can defeat BitLocker encryption

HP TPM Guard
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TPM Guard will be available on most 2026 laptops.  
For a full list of supported platforms and setup details, 
please visit the supported platforms page.

Availability

HP TPM Guard is the first solution to protect against both basic and more sophisticated attacks1, which 
require physical access to the device, and more sophisticated threats, such as using an interposer to 
manipulate TPM communications or relocating the TPM to an attacker’s device. These attacks could enable 
an attacker to have unauthorized PC access, boot malicious firmware, compromising BitLocker and other 
TPM-dependent software.

HP TPM Guard
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1. TPM Guard enhances protection against certain TPM‑based attacks but does not guarantee complete security. Effectiveness depends on supported hardware, firmware, configuration, and operating 
environment. Features and availability may vary by platform and are subject to change.
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Current PCs are vulnerable to TPM Bus “sniffing” or “probing” 
that intercept BitLocker Keys passed between the TPM and 
CPU. 

How it works
HP TPM Guard stops this attack by encrypting communication 
with the TPM using industry standards like SPDM (Security 
Protocol and Data Model). The results are:
•	 Renders bus-probing ineffective, preventing attackers from 

stealing secrets
•	 Prevents movement (of the TPM) and replay attacks 
•	 Protects commands to and responses from the TPM.
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https://support.hpwolf.com/s/article/TPM-Guard-Platforms

