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1 

What is quantum 
computing? 

A quantum computer is an advanced type of computer that uses the 
principles of quantum physics to solve certain problems much faster 
than regular computers.   It is a new technology that is expected to 
become more common over the next five to ten years, though it will still be 
very expensive.   
 

2 
Why is quantum 
computing a threat to 
security? 

Quantum computers threaten to crack the cryptography used to protect 
IT systems and data.  Encrypted or private data could be read.  People, 
systems, or organizations, could be spoofed.  It would be difficult to know 
if data was corrupted or not.  This is because when these security 
techniques were created, no one expected that computers powerful 
enough to crack them were realistic. With quantum computers, this 
assumption is no longer true.  

 

3 
What are the top 
quantum computing 
based threats I should 
be concerned about 
today? 

The two most urgent quantum computing threats are: 

- “Harvest Now, Decrypt Later”: Attackers may capture and store 
encrypted data today, intending to decrypt it when quantum 
computers become available. This puts sensitive information with 
a long confidentiality requirement - such as medical records or an 
organisation’s trade secrets - at risk of future exposure. 
 

- “Equipment Hacking”: Modern IT equipment (for example PCs and 
servers, network gear and printers) depends on embedded 
“firmware” – software built into them that is fundamental to their 
operation. Because such equipment lasts a long time, it’s possible 
that an attacker could use a quantum computer to hack and 
replace device firmware with malicious code to steal data or take 
down an entire organization.  
  

4 
What are 
governments advising 
we do about the 
threat? 

Governments recognize the security threat from quantum computing 
and are taking it seriously.  Their responses include: 

- Driving standards for new security technology that even quantum 
computers can’t hack.  Standardization not only enables different 
systems to work together—it also captures community consensus 
for implementing secure cryptography. The goal is to enable 
organizations to start moving towards using these standards as 
soon as possible. 
 

- Issuing directives to government agencies giving them deadlines 
for implanting quantum-resistant technology.  While the details 
vary, a common requirement is to move sensitive systems and 
data to these safer standards by end 2030.4 

 

The message is clear: take the quantum threat seriously, plan ahead, and 
start transitioning to quantum-resistant cryptography now. 
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5 
How are quantum-
resistant schemes 
being adopted into 
protocols, hardware, 
and systems? 

There has been extensive work to define and standardise new quantum-
safe cryptographic algorithms.5 There is also now work on updating 
protocols like TLS, VPN, and IPsec to support these new quantum-safe 
algorithms, and integrating them into software.  

Hardware vendors are also adapting firmware and hardware security 
capabilities to support these new algorithms, especially for secure boot 
and firmware integrity.  

 

6 
How is HP addressing 
quantum attacks? 

HP’s strategy is to lead the industry in building in quantum resistance 
across our products. The priority is to first make sure that hardware and 
firmware on our core products is quantum-resistant, and then to spread 
such resistance upward though the software layers and across the 
product portfolio.  

For example, HP commercial PCs and printers already have quantum 
attack resistant firmware (BIOS).  These hardware products have long 
lifetimes, and the threat is that before a device is retired, quantum-based 
attacks are developed that could allow an attacker to replace the 
firmware with malicious code.  Such an attack is dangerous, because any 
data on the device would no longer be safe. HP stops this sort of attack 
today. 

 

7 
Which HP PCs & 
Printers have 
quantum-resistant 
security features? 

Quantum-resistant firmware protection was added to most HP Business 
PCs in 2024, in the G11 series.  All new HP LaserJet Enterprise 8000 Series 
A3 and Color LaserJet 5000/6000 Series A4 printers and MFPs also 
support quantum protection, as does the Managed 
X500/X600/E700/E800 offerings.  For lists of HP Business PCs, please 
check 2024 PC Platforms and 2025 PC Platforms lists.  

Note: Only PCs on the 2024 and 2025 PC Platforms lists with the Endpoint Security Controller 
Generation 5 (ESC Gen 5) have the quantum-resistant firmware protection. 

8 
Can my older HP PCs 
and printers be 
upgraded to support 
quantum resistant 
cryptography (for 
example, via a 
software update)? 

No.  HP quantum-resistant firmware integrity relies on hardware built into 
the devices, which cannot be upgraded.  

 

https://h20195.www2.hp.com/v2/getpdf.aspx/4AA8-3644ENW.pdf
https://h20195.www2.hp.com/v2/GetDocument.aspx?docname=4AA8-5172ENW
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9 
Are other PC/Printer 
companies providing 
quantum-safe 
security? 

HP was the first to ship quantum-safe firmware integrity protections in 
commercial PCs and printers. Other major PC and printer vendors have 
not yet launched similar solutions. 

As quantum-safe standards become widely available and compliance 
requirements tighten, broader adoption across the industry is expected.  

 

10 
Where can I find 
further information?  

For more information about Post Quantum Cryptography (PQC), please 
read the blogs below.   

- ‘From False Alarms to Real Threats: Protecting Cryptography 
Against Quantum’1 (March 2025) 

- ‘Designing PC Firmware Protection for the Quantum Era’2 (July 
2024) 

- ‘Anticipating the Quantum Threat to Cryptography’3 (February 
2024) 

Stay up to date by following HP Wolf Security Threat Blog and HP Wolf 
Security LinkedIn for the latest information. 

 

 

 
 
 
 
1 https://threatresearch.ext.hp.com/protecting-cryptography-quantum-computers/ 
2 Designing PC Firmware Protection for the Quantum Era | HP Wolf Security 
3 Anticipating the Quantum Threat to Cryptography | HP Wolf Security 
4 European Quantum Act | Updates 
5NIST Release First 3 Finalized Post-Quantum Encryption Standards 
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https://www.hp.com/us-en/newsroom/blogs/2024/hp-launches-business-pc-to-protect-against-quantum-computer-hacks.html?msockid=17a4966d41876e992186839740b86fac
https://www.hp.com/us-en/newsroom/blogs/2025/hp-launches-worlds-first-printers-to-protect-against-quantum-computer-attacks.html
https://threatresearch.ext.hp.com/protecting-cryptography-quantum-computers/
https://threatresearch.ext.hp.com/protecting-cryptography-quantum-computers/
https://threatresearch.ext.hp.com/designing-pc-firmware-protection-for-the-quantum-era/
https://threatresearch.ext.hp.com/anticipating-the-quantum-threat-to-cryptography/
https://threatresearch.ext.hp.com/blog/
https://www.linkedin.com/company/hpwolfsecurity/
https://www.linkedin.com/company/hpwolfsecurity/
https://threatresearch.ext.hp.com/protecting-cryptography-quantum-computers/
https://threatresearch.ext.hp.com/designing-pc-firmware-protection-for-the-quantum-era/
https://threatresearch.ext.hp.com/anticipating-the-quantum-threat-to-cryptography/
https://www.european-quantum-act.com/
https://www.nist.gov/news-events/news/2024/08/nist-releases-first-3-finalized-post-quantum-encryption-standards#:~:text=NIST%20has%20released%20a%20final,standards%20as%20soon%20as%20possible.

